Safe and Trusted Human Centric Artificial Intelligence in Future Manufacturing Lines

H2020 STAR: ENABLING INDUSTRY 5.0 WITH TRUSTED
ARTIFICIAL INTELLIGENCE
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RISE OF ARTIFICIAL INTELLIGENCE IN A DATA ECONOMY

Al set to transform Manufacturing

o 5 ac
EXAMPLES OF

HARNESSING
USEFUL DATA ARTIFICIAL MAINTENANCE
Ai analyse unused data to unlock INTELLIGENCE Al detect and predict

deep insights to defects in their machinery
maximize productivity and IN MANUFACTURING before issues arise.

output of factories

QUALITY CHECKS

Al is able to pick out minute

details and defects far more
reliably than the human eye.
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Sources: Google, Subredditstats, Media Reports
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Data is the New Oil

Data Never Sleeps 9.0

How much data is generated every minute?

y

y
7 GOOGILE [
14/ \ TIKTOK ™ s h\
ITTER \ )
eone siNGAN
i IMESSAGE

/. usesposts )
viDEos

INSTAGRAM

USERS SHARE

A
S oo QD A
rga/oox N &

UsERS SHARE oTOS

CLUBHOUSE

STRAVA
ATHETES SHARE

VENMO INSTACART ™
s 90

UsERs SeND

Internet Population Growth
5) Learn more at domo.com

o o 0 ® o



THE REALITY ABOUT AI IN MANUFACTURING

Manufacturing Enterprises are

drowning in data, but still 2
starving for insights & ’./;; S
intelligence =

Al must be Human-Centric and Why Should
Acceptable by Workers (Industry
5.0 Vision)
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STAR PERFORMS WORLD-CLASS RESEARCH ON HUMAN-CENTRIC Al

=lEEEVAES Why did you do this?: Explain to Factory Workers the Al
systems operation — Increase transparency & trust

STAR: ENABLING SAFE, EXPECTED IMPACT
Ne\/=8 K=ET7all 88 Robot-to-Human: Is this piece defected? Query human SECURE & ETHICAL AT IN

when not sure and accelerate Knowledge Acquisition for Al LA CLLL INCREASED INTELLIGENCE &

FLEXIBILITY OF PRODUCTION

. . _ /;ﬁ LINES
SIEELERRIEEVA Shorten Reinforcement Learning Cycle through @ SAFE HUMAN.ROBOT
Si mu Iation > UserI for Safety Explainable & Active Learning & COLLABORATION AT SCALE

Transparent Al Simulated Reality for

Systems Human-Al Collaboration FASTER UPTAKE OF Al

SOLUTIONS (QUALITY4.0, CO-

Human Centric BOTS)
Dlgltal TWInS What_lf_AnaIYSIS Wlth the Human In Loop S e Innc:C:tLlfrlwlzl—ieszflc?rltSa;fe& ETHICAL IMPACT IN

MANUFACTURING IN-LINE WITH

HLEG RECOMMENDATIONS

Safety Zones .
Detection ) _ RESEARCH (E.G.. SIMULATED
Optlmal Deployment Of AUtomated MObIIe RObOtS Cyber Security Solutions Human-Centric REALITY' ACTIVE LEARNlNG'

for Al Systems in Simulations for Safe Al EXPLAINABLE AI) PLACING EU AT

Manufactutirng in Manufacturing FOREFRONT OF GLOBAL Al R&D

(Cyber)Security
LN RSEEUE protection of Al Systems against Adversarial Attacks
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STAR HIGH LEVEL REFERENCE MODEL

Cyber Security Domain

Data Probes & Data Connectors

AI Cyber Defense Strategies

Data Provenance & Traceability

Risk Assessment and Mitigation Engine

Security Policies Manager

Human Robot Collaboration Domain

Active Learning

Production Processes Knowledge Base

Feedback Module - NLP

Simulated Realty

Human Digital Twin

Safety Domain

Reinforcement Learning

Mobile Robots Safe Placement

Human Digital Twin — Worker Safety

Fatigue Monitoring System

Explainable Artificial Intelligence (XAI)

STAR AI / Open Analytics Platform




STAR PROVIDES TRUSTED INDUSTRIAL DATA

Cybersecurity Layer

Runtime Monitoring System - Probes

Blockchain Network
Al Cyber Defence

Security Policy Manager

Cyber-Resilience against attacks (poisoning, evasion)

GISTAR
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STAR RISK ASSESSMENT ENGINE & SECURITY POLICY MANAGER

STAR offers for operational reliability and
functions
: e Al eusTic a 2
OLISTIC: Risk Assessment & Mitigation Engine -y ==~ = A
of the monitored production environments = &
Management and triggered by cybersecurity vulnerabilities/threats o
and abnormal events = o
Human-centric: Increase on the security posture and enable g =
%J
STAR Security Policy Manager a -2 e
for data reliability, protection against ML attacks =
and abnormal events Ma o

to determine whether there is a potential threat
Human-centric: Interactive UI for

GISTAR .



STAR EXPLAINS HOW AI SYSTEMS WORK

Explainable AI(XAI)

e E.g., Explaining important parts of an image

Simulated Reality and Synthetic

Data Generation

e E.g., for under-populated (defect) classes for
the PCL shaver shell data

e Increased robustness to inputs both
unknown defects and unknown products

GISTAR
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PHILIPS

Example: Explainable Artificial Intelligence in STAR
g : P H
mserl QLECTOr &~ B

.:. Jozef Stefan Institute
0.0 Ljubljana, Slovenia =

(@" Use XAI to facilitate the annotation of images and enhance the explanations obtained through explainable

artificial intelligence approaches.

e
e

« Machine learning models aim to detect defects when presented with a product image

« Explainable Artificial Intelligence is used to understand what does the model look for to determine the defect
« Human feedback can provide valuable information where defects are observed
« Human feedback can provide valuable information how to improve explainable artificial intelligence outcomes

GISTAR



STAR FOSTERS HUMAN-AI COLLABORATION

Active Learning for Quality
Inspection

e Defect Detection
e Data Labelling

Active Learning for Fatigue
Monitoring

Active Learning for Cyber Defence L —— ]
e gy
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Example: Quality Inspection and Active Learning

@®® Jozef Stefan

- Changing job profiles: Towards Synergies of @® |stitute
humans with AL e ... Ljubljana, Slovenia
- STAR provides an Active-Learning based ° of Sotnerm swizerand
approach to ff)ste_r humf'm — Al synergies: - e SI
 Interpreting inspection outcomes e
« Labeling inspection image data P : s
 Correcting Al mistakes QLECTDP >

« Providing hints to operators (training/help) — —
» Recognise operators’ (cognitive) fatigue @ S '&
_ B ' ;@f i
- Benefits: (D
« AI and humans benefit from each other IBER-OLEFF S ———
« Joint human-Al synergy outcomes _
! ‘J
_--J

improved over Al or humans alone

» Proactively take mitigation actions to
enhance the workers' well-being

GISTAR



STAR OFFERS HUMAN CENTRIC DIGITAL TWINS AND OTHER
HUMAN CENTRIC SYSTEMS

Fatigue Monitoring System,

Worker’s Intention Recognition Module

AMR Fleet Optimizer

Safety Zones Detection System

Worker Training Platform
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Example: Human Digital Twins in Collaborative Robotics

Applications

University of Applied Sciences and Arts . . J Oief Stefan

g :. ® Institute w77 university of 'F‘\ -“ ./
: : s ) groningen T 2 | AP
SU PSI P Ljubljana, Slovenia %% B ll.\\.
otivation: Most Cobot applications are not fully

collaborative (out of ~40 applications we analysed only
3 are collaborative).

‘ROBOT AT REDUCED SPEED

ause: System integrators and end-users fail to
implement factors like human awareness, training and
ethics

olution: Human Digital Twins (HDTs) increase human
awareness in HRC systems and model humans, to support
simulation, control, decision-making, and monitoring.

STAR developed an extensible and flexible platform that:

« Supports customised data representations (including human data)

* Provides a modular infrastructure with interchangeable components
for easy instantiation and commissioning.

GISTAR



STAR Safety: Video Analytics & Reinforcement Learning

for Autonomous Mobile Robots (AMRSs)

University of Applied Sciences and Arts

university of ' e ofsouther Swizeriand
A

groningen gt i SUPSI

The goal is to optimize the control a whole fleet of AMRs, taking into account a dynamic environment, in
particular human presence, thanks to Video Analytics

ure
---------
-----------

=
From video... ...to robot anticipation

Thanks to:

« ML Video Analytics for humans and objects detection (robotino, and obstacles) /
human & robotino localization in real world

« ML for aggregated pedestrians’ positions anticipation
« Pathfinding
« RL to avoid collision with anticipated detours
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Workers' Training and Continuous Learning

university of
groningen

RESEARCH TO MARKET

SOLUTION

@‘ Create a Workers’ Training/Upskilling System, link to media content and training materials, inform about the

platforms and tools developed within the project

Query Types &] 3-60x@

Fu nctlonalltles (OngOlng) : ; ?/ltk)ei;ir;izt:|n;rr:>j|;;fg¢3eb|s Skills | Tasks | Tech-Skills | Tools ‘@‘ Welcome! I'm StarBot, your personal assistant.
;.Jnsztr:!]y]j\é\gork activities] that are important or necessary i-‘-‘ What can | do for you?

. CV anaIYSis 3. Description of a job ii

i e ililfridies lsieen @ s oo Tell me other designations for developers .

5. Which jobs require a specific [Ability | Knowledge | Skill AR

 Virtual Interviewers (using NLP and voice interaction) | Task | Tech-il | Tool | Work activiy)

6. Recommendations on how to improve one [Ability | Some alternative names for Developer are:

Knowledgel(iskilljlirasKi[AT=chskilll[fTooll[fWork Database Architects, Analytics Manager, Automatic

0N UAWNER

. Tell me other designations for developers
« Linked to project and external training materials
Compare the jobs of pilots and actors

» Replaces the old Multilevel self-assessment questionnaire et g e e e
. List tools for programmers
. List some skills that actors need
WO rker O riented : 9: What are the similarities between surgeons and nurses?
10. What job requires servers?

) . . . - IR ;.1 Engineer, Cloud Architect, Computer Architect,
« Chatbot for getting information about occupations Examples of uery templates i1 Data Analys, Date Avchitec,Data Base Desin
. List alternate names for taxi drivers ’
« Training recommendation engine
. Tell me some work activities performed by actors
. Describe the work of a taxi driver
. Describe the work of the actors
H H H H H 11. Which professions require medical masks?
o Com pa re OCCU pat|0ns (flnd Slmlla rItIeS) 12. Can you teach me something about python?
13. How can | improve my speech clarity
14. When was the web born?

b Discovering paths, training materlals 15: When did men land on the Moon?
« Understanding details about current or future occupations (tasks, orepeisbese e ’

AN
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LESSONS WE LEARNT FROM STAR

Ll

1. INVOLVE STAKEHOLDERS (FROM THE START)

STAR's Co-Creation Approach; Boost a Cultural Shift in
Manufacturing Enterprises

2. DESIGN FOR HUMAN-AI COLLABORATION

Humans remain the most flexible resource; Design Al
models that benefit from their ability, rather than
replacing them (e.g., Active Learning, HDT)

Ensure data quality; Try to be Data Efficient; Design
resilient and unbiased systems

4. CONTINOUS TRAINING, SKILLS
DEVELOPMENT AND SUPPORT

Workers, Managers, Operators must be all confident to use

EE EE and fully leverage the Al technology

Safe and Trusted Human Centric Artificial Intelligence in Future Manufacturing Lines
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LESSONS ON HOW TO DELIVER HUMAN-CENTRIC AI

Human — Al synergies deliver more than the sum of individual parts

Empower, inform, constrain, train, explain

/ Amplification Operational impact (on physical
state; control/operational state)

Impact on Sociotechnical Systems

Information impact (on data,
information, knowledge,
K decision, state) /

Enhance, inform, control, train <

‘é:'}STAR Safe and Trusted Human Centric Artificial Intelligence in Future Manufacturing Lines 18



LESSONS ON HOW TO DELIVER HUMAN-CENTRIC Al

Use Data in Context

Hierarchy

Function

e % FMECA
| _ASSET =
A =i S o
o/ l PHM data
/
AR Historical data

Category 7 //

= L oter Decisions in C
Conditions ] Ontext
Hazard | i{ ENV;gNMENT - CONTEXT ) Hierarchy ConteXt
Location e ~ ( Function
... other | e ’ USER I Work status
i B W ﬁ P RSN  Knowledge Perform inspection within a week
Troer o D o Data indicates throughput drops

Status [ 5 ,j

[ Task Metrics / KPIs Information below average and production

125 Request machinery quality deteriorates faster
w‘w ~ Supply
W | than expected

| PRODUCTION / |7 Priorities

... other

\\

SERVICE / r=m [ndividual data Data
| BUSINESS

SLA

Data taken on a specific date,
location/production asset,
production throughput of specific
— line is calculated

(... other

D1 2018:7:23:12:.01 5775 1 0.123
D2 2018:7:23:12:02 5743 0 0.099
D3 2018:7:23:12:03 568.1 1 0.021
D4 2018:7:23:12:04 564.7 1 -0.012
D5 2018:7:23:12:05 543.2 0 -0.055
D6 2018:7:23:12:06 5481 1 -0.132

G@ISTAR



PUBLISHED AND UPCOMING BOOKS

Open Access Books AI in Manufacturing:
Enabling Intelligent, Trusted Artificial Intelligence in
Manufacturing

Flexible and Cost-Effective

- PUb”Shed: TrUSted AI Production Through Al it v Mo eare e
in Manufacturing (STAR
Book) (>40000 downs)

¢ Upcomlng: “AI In S 5 NewCover
Manufacturing”, | e
Al4Manufacturing B | -
Cluster Book, to be

ﬁggﬂﬁgegfégfgmge@ AIAMANUFACTURING
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QUESTIONS?

« as received funding from the European Union’s Horizon 2020
x research and innovation programme under grant agreement N°956573




